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Introduction
Digital image watermarking has been proposed in the literature as a method to enhance medical data security, confidentiality and integrity, especially for data regarding patient information (i.e., personal data, studies and diagnosis) [1] . Medical image watermarking requires extreme care when embedding additional data in the medical images because the additional information must not affect the image quality to such an extent that this information could change the diagnosis. The aim of watermarking in the medical field is to invisibly embed a message in an image [2] . Recent modalities of Computed Radiology, Magnetic Resonance and Computed Tomography obtain digital images in DI-COM format (standard for Digital Imaging and Communications in Medicine), store patient data, and study information and images. Given the increasing use of Internet in medicine, the need for security and the importance of the DICOM standard, we propose the use of DICOM metadata as a watermark to embed in medical images extracted from the DICOM file and converted to JPEG lossless format. By encrypting the message to be hidden, the transmission of medical images will be more secure. We have used the stream cipher RC4 [3].
Proposed Scheme
In this work we propose a blind watermarking scheme divided into two stages. The first stage consists in constructing the watermark as follows: 1) Generate the watermark using the DICOM file, 2) Compress the DICOM data in POSSIBLE In Table 1 , the degradation and distortion in the watermarked images are presented. In Fig. 3 one of the images after some attacks such as brightness, contrast, compression and rotation is shown. The percentage of recovered watermark after these attacks is shown in Table 2 . From the results it can be seen our proposed scheme is robust to several attacks while allowing to recover the watermark message. 
